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Change in Enterprise Office Internet Usages

Note for readers of this English translation

This document has been translated from the Japanese original for reference purpose only. In the event of any discrepancy 
between this English translation and the Japanese original, the Japanese original shall prevail.
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Internet use by companies

Typical way to use the Internet by companies before 2019

• Employees come to the office to work

• Concept of “in-house network”

• Security through a perimeter defense
Office

Data center

Private cloud

Internet (ISP)

Dedicated Internet connection

Security equipment
WAN connection

In-house network (safety)

In-house system
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Changes after 2020

Recent changes in use of the Internet by companies

Advancement of DX/spread of digital workplace

Diversified work styles/ Normalization of teleworking

• Rapid increase in use of public Clouds, e.g. Microsoft 365, Google Workspace

→ Rapid increase in public Cloud-bound traffic instead of WAN (in-house network)

• Rapid increase in operations using the network outside the companies’ control, e.g. private Internet connections 

→  Necessity of auditing/control of connections including use of public Clouds

Although these changes were partially provoked by the Covid-19 pandemic, it is not the only cause.

The changes are not temporarily but are here to stay. These changes in the corporate activities will spread 
among more companies. 
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Spread of Public Clouds

No end to the increase in the traffic bound to the Cloud operators 
～ Example of traffic between cloud operator X and IIJ ～

 Changes from 2019

GW Summer 
holiday

Year end and 
new-year 
holidays

GW Summer 
holiday

The state of 
emergency issued

The state of 
emergency lifted

Issued
Lifted Lifted Lifted

The number of Covid-19 cases
started increasing in Japan

• Connection with a cloud operator shows an increase of more than twice between 2019 and 2021

• There is no doubt that, if more than one cloud service is used, the total amount has increased even more.

out  IIJ ⇒ Cloud operator Xin Cloud operator X ⇒ IIJ

Issued Issued
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 Traffic on one weekday

• Traffic fluctuates according to increase or decrease in the use by corporate customers during the daytime on a 
weekday

• It is clear that use specifically for business increases

Common 
business 
start time

Common 
lunch 

break time

Common 
business 
end time

out  IIJ ⇒ Cloud operator Xin Cloud operator X ⇒ IIJ

Spread of Public Clouds
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Equipment investment due to the spread of Public Clouds

Increase in customers’ equipment investment in association with the traffic increase
• Enhancement of Internet connection equipment

IIJ backbone

Internet

Router
FW

Customer’s
base

Increase 
bandwidth

From 100Mbps to 1Gbps
From 1Gbps to 10Gbps
From a line of 10Gbps to multiple lines of 10Gbps

GW for Internet 
connection 

from the office

Customer’s
base

Lines, routers and FW are 
prepared for each use

Cloud 
access GW

GW
for public cloud

VPN
between 

bases

Expand lines for different uses

• Investment in the equipment of Internet connection lines 
increased due to the increase in use of public Clouds

• Customers enhanced their equipment using diversified 
methods

• The trend has continued since 2020 through 2021 and is likely 
to continue toward the future.

IIJ backbone

Internet

Router
FW

Customer’s
base

IIJ backbone

Internet

From IIJ’s consolidated financial results for 1H21
https://www.iij.ad.jp/en/ir/library/financial/pdf/IIJ2Q21E_presentation.pdf
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Case of Internet use by an advanced major company

Office
Data center

Private cloud

Internet (ISP)

Dedicated Internet connection(Other uses)

Security equipment
WAN connection

In-house system

Public cloud

Auditing/control equipment

VPN equipment

Internet connection for public cloud
(including use of closed connection with cloud)

Internet connection for remote access

Internet (Individual subscription ISP)Internet (Individual subscription ISP)

Remote work (households)

Add Internet connection for public cloud/remote access

Build an auditing/control system 
to control cloud-bound traffic

Use of a cloud outside the control 
is prohibited
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Points in the case of Internet use by an advanced major company

Remote work and use of public Clouds are accepted as 
normal, but the uses outside the control are not accepted.
(Accelerated shift to zero trust)

• Build a system for auditing/control

• Install an aggregation point of communications within the company’s own network

A large-scale and highly advanced network like this can only be implemented by a major company 

A medium-sized or semi-major company would not be able to afford installing it on their own

With the network cloud provided by IIJ Omnibus, a highly advanced network 

can be implemented through outsourcing.
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Network Cloud provided by IIJ Omnibus

IIJ Omnibus is a brand of the network cloud that covers 
an entire corporate network

 IIJ Flex Mobility Service/ZTNA

One of the services constituting 
IIJ Omnibus and a remote 
access service with added 
function of zero trust network 

IIJ Flex Mobility Service/ZTNA
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Internet Initiative Japan Inc.
Network Service Division, Deputy Division Director
Yoshihiro Yoshikawa

New IIJ Flex Mobility Service that realizes Zero Trust



11© Internet Initiative Japan Inc.

Today’s Topic
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Issues emerging with Remote Work and Zero Trust

What New IIJ Flex Mobility Services offer
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Issues emerging with remote working



14© Internet Initiative Japan Inc.

IIJ Flex Mobility Bandwidth for 2020

2019/12 2020/5 2020/12

From The Cabinet’s Home Page
Survey on change in general views and human behavior under 
the COVID-19 Pandemic  
(https://www5.cao.go.jp/keizai2/keizai-
syakai/future2/20210119/shiryou3-1.pdf)

Same Trend seen for Remote work implementation and 
IIJ Flex Mobility bandwidth

IIJ Flex Mobility Services’ Bandwidth for 2020

2020/5 2020/12

Central Tokyo 

Nationwide

Countryside

1. 【Work Style】 Per Area Remote work Implementation
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Changes in IIJ Flex Mobility Service/ZTNA bandwidth from 
2020 to 2021 (by December 2021)

and the way of working remotely will remain 
It is likely that the work style will continue transforming 

2020/7 2020/11 2021/72021/32020/1

The VPN traffic has been on a gradual downward trend
since the state of emergency was terminated. However, 

it did not go back to the level before the pandemic.

2021/112020/3
2019から2025年までの国内テレワーク市場 テレワーク導入企業数予測
（出典：IDCの調査資料）

Market for Domestic Remote Work
Number of companies implementing Remote work (2019 – 2025)

Outlook for the number of companies implementing 
remote work from 2019 to 2025
Source: Report from IDC
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Issues solved by IIJ Flex Mobility Services?
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Slow network connections

Poor VPN connectivity 

What are the issues of network when 
working remotely?

After all I cannot have any job done working 
remotely… 

・ VPN disconnects..
・ The virtual desktop does not work via VPN 
・ Cannot hold a video conference by using VPN…
・ The in-house system slows down via VPN…

In the end, I have to go to the office.. 

Constant 
disconnections
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Main reasons for Slow and Poor Connectivity

Wi-Fi setting at home 

Internet connectivity quality at home

VPN servers for remote access and WAN line
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Where are the bottlenecks?

Internet

WAN

Office

Home

Bottleneck

Wi-Fi
Household 

Internet

Internet

Remote access 
VPN

Bottleneck

Bottleneck

There are bottlenecks in various places
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IIJ Flex Mobility Service Solves the Bottlenecks

Internet

WAN
Bottleneck

Internet

Bottleneck

Bottleneck

Bottlenecks
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Internet

WAN

Cloud 
exchange ExpressRoute

Private 
access 
service

Internet

Flex Mobility

Service for this part
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Internet
Mobility
client
(Agent) Mobility Virtual

interface
VIP: 10.X.X.X

UDP 5008

Internet

Mobility
Server

Physical network I/F
IP: 192.168.1.2

Compress all data inside the 
tunnel

TCP 8080

Flex Mobility

Optimized fragmentation

Packet Loss Recovery (PLR)

Maintain application sessions
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Save the file and 
close the PC 
(sleep/lock)

Open the PC and 
start editing the 
document again
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Who connects from 
where?

Access status is invisible…

Is security in teleworking OK?

Isn’t it a public Wi-Fi?

Is the connecting PC 
safe?

Is there a risk of 
information leakage?

Insecure about the shift to teleworking

Virus
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Worry about security when working from home

What we hear

Sending employee’s desktop to his/her home

Sending PC to home



© Internet Initiative Japan Inc. 28

Suddenly short of 
bandwidth?

Usage status is invisible…

Network bandwidths are in shortage because of 
teleworking?

No idea why… Which part should be 
spud up?

No idea what to do… 

We receive more complaints of 
slow connections…  

Internet

VPN
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They blame us for unstable connection, but what 
about their Wi-Fi connections at home?

troubleshooting is difficult … 

Inquiries about unstable connections

There is no way to know about their home Internet 
connection…

Without knowledge about the users’ environments… 
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Security

Troubleshooting

Network bottleneckInformation 
Systems 

Department

Security
Department
Information 

Systems 
Department

Employees
Information 

Systems 
Department
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Action

Analyze

Judge Visualize

Follow the Visualization <-> Action 
cycle

Visualize status of communications and 
security status
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Enterprise IT resource 
everywhereFlexible working style
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Enterprise IT resource 
everywhere
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Flexible working style
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Flexible working style
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Flexible working style
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PEP

Enforce the policy

PDP

Decide a policy

PDP (Policy Decision Point) : 
Policy decision

PEP (Policy Enforcement Point) : 
Policy enforcement
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How to determine authorization policies
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collecting the information

Point) Keep the devices safe

How to operate the authorization policies

Revise/improve the policies based 
on the collected information
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Stable VPN 
ZTNA

Visualized communications

Flexible policies

Reputation

Stable VPN 

Policies
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Starter
Small start plan

Core
Enterprise VPN + ZTNA

Complete
Digital Experience Monitoring

Simple and 
inexpensive use
* Succession of FXC

・Bandwidth: 100Mbps
・Device license: From 100 to 500lic

・Bandwidth: From 200Mbps to 2Gbps
・Device license: From 100 to 60,000 lics

・Bandwidth: From 200Mbps to 2Gbps
・Device license: From 100 to 60,000 lics
・Storage period of visualized logs: 90 days/180 days/360 days

Core Complete

The menu can be changed seamlessly

Items available in this plan: Items available in this plan: 
Items available in this plan: 

Starter

Comfortable 
VPN+ZTNA
* Succession of FXC

Monitoring function
* Core+ Visualization

Released on 
January 31, 2022

Released on 
January 31, 2022

To be released in the 
end of March 2022
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Physical interface

Virtual
interface VPN tunnel

No VPN tunnel

Unsuccessful
communication
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・Policies
SSID /BSSID (Location)
Time
Connection status
Battery
AD group
・・・

・NAC
OS version
Windows program updates
Antivirus programs
・・・

Virtual I/F

VPN tunnel

No VPN tunnel

Unsuccessful
communication

Real-time execution on a device

Starter Core



© Internet Initiative Japan Inc. 4848

Follow the Visualization-Control cycle

Visualization

Control

・Location
・Time
・…

Complete
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Virtual I/F Traffic inside the VPN tunnel

Traffic that is locally broken-
out

Visualize/control all the traffic on a device
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Detect risks of Wi-Fi access 
from the Dashboard
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Monitor entire access situation with potential risks



© Internet Initiative Japan Inc. 54

Specify the name of a 
device at the access 

point

Specify the date of 
access

Detected that a certain device accessing Free Wi-Fi like access point

Specify the SSID at 
the access point
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Activity

Can it be a vehicle if such is frequently changing BSSID 
for the same Wi-Fi?

Wi-Fi spot (SSID, BSSID), base station 
ID

Specify the time when accessed Wi-Fi
spot

Also, narrow down by hours to see the device access time 
line
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Where is this Wi-Fi spot located?

From the access map, learned 
that it is a subway’s Wi-Fi

Conclusion:
A certain Android device was connecting to subway’s free Wi-Fi spot 
when moving
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Check the details of a device at the origin of access

Check where the device accessed

This Android device is accessing via chrome to a Adware website that 
is highly risky!!
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IP address of destination 
host: 

Learned about the port

Learned about the host 
destination area from the map

Learned about the access point by using IP location!!
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Review connectivity policy based on gathered traffic 
information

1st step: isolate the 
device

2nd step: Set up a policy to block unencrypted Wi-Fi access 
point

※Additionally, we could think about having the entire communication into VPN tunnel 
to encrypt etc. 
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Review security policy based on gathered traffic 
information

Set up policy that blocks access by 
designating risks and categories
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Entire communication is 
located inside of VPN tunnel

Check to see from Teams, the application using the most traffic

Traffic increasing?!



© Internet Initiative Japan Inc. 63

Gather information about traffics for Teams

Traffics for Teams are suddenly increasing!

Before bottlenecks are realized, consider split tunnel
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Review connectivity policy based on gathered 
traffic information

Pick Teams 
Application and check 

pass-through at 
outside VPN setting
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Teams connectivity is split and changed to external VPN

Able to prevent bottle neck risks!!
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Trouble shooting

User inquires about “unstable connectivity” 
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Administrator arranges test

Once a user clicks on a “check 
Network,” connectivity test is 

implemented
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Failed to Ping Traceroute at the designated host

Seems like my home Internet 
connectivity is the issue…

No issue at Wi-Fi signal level

Trouble shooting based on connectivity test
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Security

Troubleshooting

Network bottleneckInformation 
Systems 

Department

Security
Department
Information 

Systems 
Department

Employees
Information 

Systems 
Department
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Action

Analyze

Judge Visualize

Follow the Visualization <-> Action cycle

Visualize status of communications 
and security status
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Disclaimer
Statements made in this presentation regarding IIJ’s or managements’ intentions, beliefs, expectations, or predictions for the future are forward-looking statements that 
are based on IIJ’s and managements’ current expectations, assumptions, estimates and projections about its business and the industry. These forward-looking 
statements, such as statements regarding revenues, operating and net profitability are subject to various risks, uncertainties and other factors that could cause IIJ’s 
actual results to differ materially from those contained in any forward-looking statement.
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