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About myself

After working for an independent systems integrator, I joined IIJ in 2002. 
Started as a solution engineer focusing on network, I became in charge of IP 
(Internet Protocol) services, from 2009. I have been in charge of various network 
services such as IP services, mobile, backbone, and Cloud exchanges. I have 
become an executive officer of IIJ in April 2021.

Hajime Shironouchi
Executive Officer, Division Director for Network 
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Overview of IIJ’s Enterprise Business

Today’s topic:

IP Service and IIJ Backbone

Wide range of network services supporting 
Japanese enterprises’ business operation

Cloud services supporting Japanese 
enterprises’ business operation

Optimal security services for safety



4© Internet Initiative Japan Inc.

First of all（From presentation material for 1H21 earnings)
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Internet and IIJ
1. Internet, which functions through interconnections among AS holders (ISP, etc.), is

compared to an aggregation of communities without any strict rules.

2. As mainly shown by such technologies as the cloud, mobile, video and IoT, the scope of
use and application of the internet is always expanding, and required bandwidth and
quality are constantly improving.

3. IIJ engages in daily activities with a view toward providing stable connectivity to the
internet, a system essential from social infrastructure perspectives, and create internet-
related services that serve as good examples.
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Cited from the collected results of traffics via the internet in Japan (May 
2021) compiled by the Ministry of Internal Affairs and Communications
https://www.soumu.go.jp/main_content/000761096.pdf

Diagram of interconnections among AS holdersDiagram of interconnections among AS holders

Image to show total 
traffic of broadband is 
increasing
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IIJ Backbone

Over 
300

Over
3Tbps

Over
99.9999%

Number of External 
AS connections

Total Outward 
Operating Bandwidth Number of Routes

Average rate of 
operation

Over 
2,000

Number of Dedicated 
connectivity services contracts

(Including Cloud-type)

Over 
40 POP

Over
15 IX

Over 
3,500 
nodes

Network 
Number of external
connection points

Number of network 
facilities

Excluding Broad band connectivity and 
mobile connectivity

Sum of Japan and overseas Sum of Japan and overseas
Excluding private interconnectivity

Sum of Japan and overseas

Sum of Japanese and overseas 
venders

Traffic volume which is 
exchanged through IIJ backbone 

outward connectivity 
(excluding inbound traffic)

Number of prefix owned by IIJ 
backbone routers

Calculated by temporary troubles 
(shorter than 30 seconds per year stop) 
which includes unstable connectivity 
such as connectivity line and equipment. 
Please note it is not overall rate. 

IPv4 
apx. 900 thousand

IPv6 
apx. 15 thousand
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Changes in IIJ Backbone Traffic

Sep. 2009
The Lehman Shock

July 2008
iPhone first offered in Japan (3G)

Jan. 2010
Illegalizing download
(Revised Copyright law)

Mar. 2011
Great Earthquake of 
East Japan

OUT
IN

IIJ backbone
(AS2497)

AS b

AS a

AS c

Aug. 2012
The London Olympics

Apr. 2016
Kumamoto 
earthquake

Aug. 2016
The Rio 
Olympics

Early 2020
COVID-19

July 2021
TOKYO 2020All Japan High School 

Baseball Tournament
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Change in IIJ Backbone
Year 2008 Year 2009 Year 2010

Year 2011 Year 2012

Connecting Tokyo and Osaka through 100G
Connecting Japan and the U.S. through 50G

Connecting Tokyo and Osaka through 100G
Connecting Japan and the U.S. through 80G

Connecting Tokyo and Osaka through 100G
Connecting Japan and the U.S. through 120G

Connecting Tokyo and Osaka through 100G
Connecting Japan and the U.S. through 110G

Connecting Tokyo and Osaka through 30G
Connecting Japan and the U.S. through 30G
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Change in IIJ Backbone: Year 2013

Connecting Tokyo and Osaka through 100G
Connecting Japan and the U.S. through 160G

In 2013, IIJ Backbone became 
global coverage by connecting 
to London through Russia
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Change in IIJ Backbone: Year 2014

In 2014, we added Hong Kong 
and Singapore

Connecting Tokyo and Osaka through 100G
Connecting Japan and the U.S. through 190G
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Change in IIJ Backbone: Year 2015

In 2015, fiber lines not going 
through Tokyo and Osaka but 
other major places became 
100GE
(not depending on particular places to 
maintain domestic backbone)

Connecting Tokyo and Osaka through 
600G
Connecting Japan and the U.S. through 
210G
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Change in IIJ Backbone: Year 2016

In 2016, lines to connect 
Japan and the U.S. were 
updated to 100GE ones. Also, 
Nagoya city was added as a 
new location to connect to 
overseas

Connecting Tokyo and Osaka through 
700G
Connecting Japan and the U.S. through 
400G
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Change in IIJ Backbone
Year 2017 Year 2018

Year 2019 Year 2020 Implementation of RPKI

Connecting Tokyo and Osaka through 800G
Connecting Japan and the U.S. through 500G

Connecting Tokyo and Osaka through 1300G
Connecting Japan and the U.S. through 600G

Connecting Tokyo and Osaka through 1300G
Connecting Japan and the U.S. through 600G

Connecting Tokyo and Osaka through 1300G
Connecting Japan and the U.S. through 600G
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Backbone lines of IIJ (including those planned for 2021)
Tokyo/Nagoya/Osaka 1,500G
Japan/United States 600G
United States

West Coast 600G
Coast to Coast 300G
East Coast 200G

Asia 220G

Design policies

 Establish incoming lines to POPs through different routes while also achieving equipment redundancy.
 Leverage lines that are installed in geographically distant areas like those that do not go through Tokyo or Osaka.
 Leverage multiple cable systems for international lines, similarly.
 Establish access points in multiple areas, for example, Nagoya,  Osaka, Seattle, San Jose and Los Angeles.
 Lease lines from all telecommunication carriers (multiple carriers) to take advantage of operations without owning lines
 Establish interconnectivity to main ISPs in Japan, the United States, Europe and Asia, to which connectivity is secured 

through main IX systems.
 Control failures attributable to bugs and other factors by using routers of multiple makers and different types of firmware.

Backbone lines have been evolving in line with changes in society and traffics.

Sapporo Higashi

Nagoya

Nagoya Atsuta

Moriyama

Nagoya Area

Osaka Area

Tokyo Area

Nagoya Area

Okinawa

Tokyo Area

Fukuoka Airport
Hiroshima

Matsue Kyoto

Okayama

Kanazawa
Toyama

Sendai 
Tsutsujigaoka

Chiyoda

Toyosu

Mitaka

Tokyo

Ikebukuro Shibuya

Tokyo 1 
(Toyo-cho)

Tokyo 2 
(Otemachi)

Nerima

Chiba

Saitama

Yokohama 1 
(Kohoku)

Yokohama 2 
(Tsuzuki)

Shiroi

Osaka

Osaka Area

Shinsaibashi

Kozu

Filtering reset button

Data centers and PoPs of IIJ
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Internet Connectivity Service (IP Service)
The service that provides direct connectivity to IIJ’s backbone lines.

■ PoPs for Internet connectivity service
(over 26 locations in Japan)

Sapporo Higashi DC, Sendai Tsutsujigaoka, Tokyo (Otemachi), Chiyoda, Shibuya, Ikebukuro, 
Toyosu, Mitaka, Yokohama 1 (Kohoku), Yokohama 2 (Tsuzuki), Shiroi, Saitama, Nagoya, 
Nagoya Atsuta, Moriyama, Toyama, Kanazawa, Osaka (Dojima), Shinsaibashi, Kozu, Kyoto, 
Okayama, Hiroshima, Matsue, Fukuoka Airport and Okinawa (Overseas PoPs include those in 
the United States, London, Hong Kong, Singapore, etc.)

■ Features of the Service
A rich choice of bandwidth ranging from 1Mbps to several 
hundred Gbps is offered: Customers may select bandwidths and 
lines that they desire to use to gain access to the internet.

Users may choose IP addresses they use: Customers are 
provided with as many IPv4/v6 addresses as they need for their 
networks. They also may continue to use IPv4/v6 addresses that 
they already have (portable addresses).

Connectivity that supports redundancy is provided to meet 
customers’ requirements: Networks can be made redundant for 
multiple dedicated lines with the use of dynamic routing (BGP4+)
Redundancy is achieved at the line level through the selection of 
multiple dedicated lines.(Multi-carrier structure)
For customers who use the Managed Router Service, IIJ is ready to 
provide a range of solutions comprehensively including those related 
to routers installed in customers’ premises.
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Users of IIJ’s Internet Connectivity Service: Four types

Internet gateways for 
general enterprises

Internet gateway for 
government/public sector, 

financial organizations & EC websites

Internet transit to game operators, video 
content operators, CDN operators, etc

Internet transit to 
ISPs & cable TV operators

Reflecting active use of cloud by companies, demand for broader 
bandwidth and higher quality in particular has been growing 
recently. IIJ’s Internet access service may be provided together 
with other services such as firewall (security), remote access, anti-
spam measures and WAN. 

Point
Especially, for use of websites that require high-level availability 
and security. Sufficient bandwidth should be secured in advance 
partly because the amount of traffic may increase sharply during 
busy seasons or due to the holding of events. IIJ’s internet access 
service may be provided together with other services such as 
firewalls and DDoS countermeasures.

Point

ISPs and cable TV operators use IIJ’s Internet connectivity 
services through which they offer broadband services to their 
consumer clients. As Internet business operators themselves, ISPs 
and cable TV operators not only establish interconnectivity with 
multiple ISPs but they also procure Internet transit to secure 
reachability. Ultra-wide band-based transmission and superb 
reachability are required. 

Point
Reachability matters because they conduct business as Internet 
business operators like ISPs and cable TV operators. Sufficient 
bandwidth should be secured in advance partly because ultra-wide 
band-based transmission is required and the amount of traffic may 
increase sharply during busy seasons or due to the holding of 
events. The service may be provided together with DDoS 
countermeasures.

Point

１ ２

３ ４
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Topics
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Global Deployment of DDoS Countermeasures
IIJ deployed network equipment at points of external connection (other AS) to respond to
DDoS attacks. Countermeasures are implemented against terabit-level DDoS attacks.

https://www.iij.ad.jp/news/pressrelease/2016/1212.html
(Japanese text only)

Started to provide new broadband-based items to respond to 
terabit-level DDoS attacks in the IIJ DDoS Protection Service.

Year 2016

2020 Summary of DDoS Observation Report
https://www.iij.ad.jp/dev/report/iir/050/01.html
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Threat of Internet Route Counterfeiting
* RPKI（Resource Public Key Infrastructure）

Make the internet more robust. We will start to deploy RPKI.(https://eng-blog.iij.ad.jp/archives/6861)
Make the internet more robust. We have started to deploy RPKI.((https://eng-blog.iij.ad.jp/archives/9320)
Internet Infrastructure Review（IIR）Vol.50(https://www.iij.ad.jp/dev/report/iir/050/02.html)

Prevention of internet route (≒IP addresses): RPKI
Year 2021

Acquisition/
Validation

Certificate (ROA)

Provision of validated data
Cache server 202.232.0.0/16 Notification

Allocation of 202.232.0.0/16

Route: 202.232.0.0/16
Max. route length:16
Originator’s AS number: 2497

202.232.0.0/16 False notification
Validation

BGP Router

Resource registration
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Threat of Internet Route Counterfeiting

Cited from the “December 2017 Telecommunication Accident Validation Meeting – Validation Report Concerning Internet Access Failures” 
published by the Ministry of Internal Affairs and Communications https://www.soumu.go.jp/main_content/000523153.pdf

In August 2017, a large-scale route failure took place in Japan. 
It made transmission via Internet unstable for several hours on a weekday on a large scale.

(i) A large amount of detailed route 
information including information on the 
route between NTT Communications and 
Google was mistakenly transmitted to an 
overseas network provider. 

Oversea 
network 
provider

Users of services 
provided by corporate

Google

NTT 
Communications

(ii) Transmitted the 
information to KDDI 
and other operators. 

(iii) Certain routers became overloaded, making 
the transmission of internet gateway services for 
corporate users unstable. 

Corporate users

Internet

Router

Ordinarily, sessions are achieved through 
the shortest domestic route. 

(iv) Transmission to NTT 
Communications was made through the 
overseas network provider and Google, 
causing congestions and delays to 
certain lines due to overloading. → The 
issue was solved through corrections 
implemented by Google.

(v) Users had difficulties in having 
access to services that companies 
provide through the internet 
gateway service. → The issue was 
solved through the rebooting of 
routers.

Transmission via overseas routes  
(congested) 

Deterioration of 
accessibility

Router

Router

Large amount & detailed 
route information

Router
Router Router
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Threat of Internet Route Counterfeiting

Countermeasures for DNS spoofing: Encryption of DNS 
DoT（DNS over TLS, DoH（DNS over HTTPS）and DNSSEC（DNS Security Extensions)

IIJ’s initiatives for the encryption of DNS（https://eng-blog.iij.ad.jp/archives/5298）
IIJ enhances the security of DNS that it provides for the internet access service（https://www.iij.ad.jp/news/pressrelease/2020/0116-2.html）

Year 2020

Encryption

DoT/DoH-ready Devices
(prepared by a customer) 

Customer

Encryption

Attacker

DNS query

Electronic signature
Domain information

Cache DNS server DNS server giving authorization

IIJ backbone
Internet

Protection through DoT/DoH

Infringement of privacy through 
eavesdropping of communication, 
etc

Protection through DNSSEC

Direction to illegitimate website 
through the falsification of 
transmission, etc

DNS query
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External activities

https://eng-blog.iij.ad.jp/archives/9381

https://eng-blog.iij.ad.jp/archives/9005

 Director of APNIC is IIJ’s employee

https://www.apnic.net/

 IIJ was chosen as “Top 3 Beta Contributor” by 
Juniper Networks

https://www.juniper.net/jp/ja/company/press-releases/2021/pr-2021-02-01-00-00.html
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IIJ backbone

Other Topics
 Duplication of IPs: offering from 2008  SAV（Source Address Validation) : offering from 2009

 One million route issue

BB routerBB router

IP routerIP router×
L1 Switch

Customer

• Minimization of 
downtime in the 
occurrence of 
failures

• Minimization of 
borrowing time 
for the 
implementation 
of maintenance

Leased line

• Implementation of SAV (Source 
Address Validation) in which source 
addresses block illegitimate 
communication

https://www.iij.ad.jp/dev/tech/activities/sav/

• The number of routes in Internet has been 
rising in line with the development of Internet 
itself

• IIJ was quick to implement countermeasures 
to all of its network devices with an eye on 
one million routes (measures to support four 
million routes).

Number of IPv4 Prefix Number of IPv6 Prefix

200,000 or fewer 
in 2000

910,000 or more 
in 2021

140,000 or more 
in 2021

15,000 in 2015

Route information 

Validates the sender’s 
IP address with if.0.

The address is not deleted because 
it is the sender’s IP address linked 
to the transmission service.

Sender’s address

Connectivity 
Services
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Future Outlook

1. With Internet is still in the development stage, the scope of use and application of
Internet is constantly expanding as mainly shown by such technologies as Cloud,
mobile, CDN (Contents Distribution Network) and IoT.

2. Internet shall inevitably continue to play an important role going forward to facilitate DX
(digital transformation), Society 5.0, etc.

3. IIJ shall continue to engage in a range of activities with a view toward the stabilization
and development of the internet which plays a central role in social infrastructure.

Main affiliated organizations
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IIJ’ s Digital Workplace for Corporate Users

Digital workplace

IIJ Omnibus

SASE and Zero Trust

Concept featuring digital-technology-based diverse workstyles without the constraint of places and time

Provides a range of functions necessary for establishing the foundation of a digital workplace as cloud-based services

Goal

Services to be offered

Underlying conceptual model

 What is a digital workplace?

Network and security services are integrated and consolidated, and provided in the cloud.
Configuration based on the assumption that installing only boundary security is not safe enough and no connection sources 
or networks are reliable.

Conventional corporate IT infrastructure Digital workplace

Digital workplace

Cloud-based 
digital workplace

Cloud-based 
systems 

Internet

Cloud-based 
networks and 
security

Endpoint
(IT asset 
management)

ID linkage
Enhancement of 
identification 

Endpoint
(Anti-virus) Secure 

Web 
Gateway

Cloud
(Proxy)

Virtual 
Desktop

Remote
access AD/WSU

File server
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Disclaimer
Statements made in this presentation regarding IIJ’s or managements’ intentions, beliefs, expectations, or predictions for the future are forward-looking statements that 
are based on IIJ’s and managements’ current expectations, assumptions, estimates and projections about its business and the industry. These forward-looking 
statements, such as statements regarding revenues, operating and net profitability are subject to various risks, uncertainties and other factors that could cause IIJ’s 
actual results to differ materially from those contained in any forward-looking statement.


