
 
 
 
 

 
 

 
 

IIJ Adds Attachment Encryption Function to the IIJ Secure MX Service 
--Introducing a new measure to prevent information leaks via e-mail, 

 along with Online storage integration and mail auditing-- 
 

TOKYO--October 26, 2009--Internet Initiative Japan Inc. (IIJ, NASDAQ: IIJI, TSE1: 3774), one of Japan's 
leading Internet access and comprehensive network solutions providers, today announced the addition of the 
new Attachment Encryption function as one of the measures to prevent information leaks on the IIJ Secure 
MX Service, a suite of functions that delivers strong security for corporate messaging environments.  
 
The Attachment Encryption function automatically encrypts any attachment sent via email by users of the IIJ 
Secure MX Service. Information leaks via e-mail are said to occur most often due to misaddressed messages, 
and this new function helps to prevent information leaks for misaddressed messages that contain 
attachments.  
Below is a list of service highlights.  
 
・ Automatic encryption of file attachments 

When an email message passes through the IIJ Secure MX Service Gateway, attachments are detected 
and automatically encrypted. These attachments are automatically converted to password-protected zip 
files, which removes the burden of encryption by employees and provides an easy and effective measure 
against information leaks via e-mail company wide. In addition, the function can be configured to 
encrypt all attachments or only those going to a specific addresses or domains, or only files with specific 
file name extensions, flexibly conforming to the corporate security policy.  

 
・ Confirmation of the recipient's address and subject line prior to sending the password 

Once an attachment is encrypted, a separate message is sent to the sender to confirm the recipient and 
subject. This confirmation message contains the password for decrypting the attachment as well as the 
recipient’s address and subject line, allowing the sender to double check this information before the 
password is sent to the recipient.  

 
・ Automatic time-lapsed transmission of passwords 

In addition to manual transmission of the password information, the function can be configured to 
automatically notify the recipient of the password after a predetermined time (such as 10 minutes). This 
reduces the burden of approving each and every message. When the password information is 
automatically sent, a one-time URL for stopping the transmission is sent in the confirmation message, so 
if there is a problem, the sender can immediately cancel the distribution of the password.  

 
The IIJ Secure MX Service has an existing suite of functions intended to help prevent information leaks via 
e-mail, such as the Online Storage (DOX) Integration function, which automatically moves file attachments 
to online storage, the Mail Audit function, which filters messages based on user-specified keywords or other 
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conditions, and the Mail Archive function, for storing messages. The Attachment Encryption function can be 
used in combination with the other functions to provide strong measures against misaddressing.  
 
IIJ will continue to expand the security features of the IIJ Secure MX Service to provide a more secure 
messaging environment.  
 
 
About IIJ 
Founded in 1992, Internet Initiative Japan Inc. (IIJ, NASDAQ: IIJI, Tokyo Stock Exchange TSE1: 3774) is 
one of Japan’s leading Internet-access and comprehensive network solutions providers. IIJ and its group of 
companies provide total network solutions that mainly cater to high-end corporate customers. The company’s 
services include high-quality systems integration and security services, Internet access, hosting/housing, and 
content design. Moreover, the company has built one of the largest Internet backbone networks in Japan, and 
between Japan and the United States. IIJ was listed on NASDAQ in 1999 and on the First Section of the 
Tokyo Stock Exchange in 2006. For more information about IIJ, visit the IIJ Web site at  
http://www.iij.ad.jp/en/. 
 
The statements within this release contain forward-looking statements about our future plans that involve risk and 
uncertainty. These statements may differ materially from actual future events or results. Readers are referred to 
the documents furnished by Internet Initiative Japan Inc. with the SEC, specifically the most recent reports on 
Forms 20-F and 6-K, which identify important risk factors that could cause actual results to differ from those 
contained in the forward-looking statements. 
 
 

For inquiries, contact: 
IIJ Corporate Communications 
Tel: +81-3-5259-6310   E-mail: press@iij.ad.jp 
URL: http://www.iij.ad.jp/en/ 
 


