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 NIST's Policy on Hash Functions March 15 2006

— http://csrc.nist.gov/groups/ST/hash/policy.html

NIST'S POLICY ON HASH FUNCTIONS

March 15, 2006: The SHA-2 family of hash functions (i.e., SHA-224, SHA-
256, SHA-384 and SHA-512) may be used by Federal agencies for all
applications using secure hash algorithms. Federal agencies should stop
using SHA-1 for digital signatures, digital time stamping and other applications
that require collision resistance as soon as practical, and must use the SHA-Z
family of hash functions for these applications after 2010 After 2010, Federal
agencies may use SHA-1 only for the following applications: hash-based
message authentication codes (HMACs); key derivation functions (KDFs); and
random number generators (RMNGs). Regardless of use, NIST encourages
application and protocol designers to use the SHA-2 family of hash functions for
all new applications and protocols.
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 NIST Special Publication 800-57 Part 1
Recommendation for Key Management
— 2030F Z A NILAESANTEFIT
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Table 4. Recommended algorithms and minimum key sizes

SA784L | nEvk B REES NERES | ARREES
Eoge ZRHMOHE | BT
2010 % T = 80 2TDES, 3TDES 1024 160
AES-128/192/256 20104 f51 8
2030FFET | =112 3TDES 2048 224
AES-128/192/256 20304 =8
2031 LIfE | =128 AES-128/192/256 3072 256

http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57-Part1-revised2_Mar08-2007.pdf | _
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e APOP, SIP, HTTP Authentication 28175
INAT—R) /NI
— Yu Sasaki, Lei Wang, Kazuo Ohta and Noboru Kunihiro,
"Extended Password Recovery Attacks against APOP,
SIP, and Digest Authentication," IEICE Transactions on
Fundamentals of Electronics, Communications and
Computer Sciences, Vol.E92-A, No. 1, pp. 96-104, 2009.
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— Cryptography Research and Evaluation Committees
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e NIST SP800-113 (SP800-57 #XiT ¥ &)

— DRAFT Recommendation for the Transitioning of
Cryptographic Algorithms and Key Sizes

» http://csrc.nist.gov/publications/drafts/800-131/draft-sp800-
131 spd-june2010.pdf

e 3D HAfE] 2 1& <

rllfllﬂ“!”‘ W

— 2013 KR FETIL “Deprecated” EULNDIREE THEGEFI Al
e FIABIXURIZEREL, COURIZFEHFRTTHE
o BETERLOTHNIEFIALLZNIE
— T EARE (L 2-key Triple DESMOH54
— ZEARIAD=ODOLAL—FABLSERTHY

19



£ KEDBITRTS1—)L

2015

2005/ 2010} 2020 2025! 2030
FEICHHBBARYTS1— N (Bl nE R ESH) | i
XHE ; 80 112 128
A& 80 112 ; ,
K4 | 80 100 ;
IR 80[100 128 ; g

Internet Infrastructure Review vol.8 [X]9 - http://www.iij.ad.jp/development/iir/pdf/iir_vol08_infra.pdf

IR T

"1



U [L10 HIMLE

FEEXRTOEE

CA/Browser Forum:EViEBRZ
— BHIEA 2011 F LAMF L5 FAREIBAE X
RSA-1024[3 | FH TE9 RSA-2048IZ IR
— N BB SHA-256 LA D 7 LT X LhVHELE
o SHA-2D73—MITSOFIZEEH INSETHOHIM

D HSHA-1D F| F A 5E
BALEDRRBEL A —
— 201253 A RKZE TIZTSHA-2E L TRSA-2048~F1TS B A &t
PKIN A —
— A%t:108 LIEEARRSA-2048D H FH1TELNDI A ET (201051 8)

e SP800-131FZ7hF TR IZHA]
A M 2013F 12 A31HZEA GV — XA TIERSA-1024 %3 i T 6E

EREEANAA —
— VIO I T7 BZEMERF1TD

21



F=EH

5 DERILIETBELRILZITTEEE I LTEIS

- BE7ILIVXLDOEEZ (InEvhR 21 T) #BIEL TH B

B BB
— FOE

EEEFEIZEIETORIIL - TA—I YL EE T S
SE T REL BITICEBAN NS

s FIAXANDBITERAXDOREOEMANDEENDLE

2010%

L HUHLE RIEEE R
o

[

— EBE7IIJYXLIZZEHELD TIEAEL
— ETHDRAZIUTTETT

SERLFLOLLDICRTLE T RIEELEN

JRO%E

FRE TICRIER RO BTN T TIHEULA

/

ELI- E CERONGETEZRET NE




N

R &SRS A A

'l%*ELIHﬁA %73 H é X j(% http://www.ipsj.or.jp/10jigyo/taikai/73kai/
— 201143A3H 9:30~12:00 (RRIFEKXKZE KELFr>2/IR)
— I\RILTA4RAY Iy

[RSA-10241FH5EELGE D M ? lES2010FERREZ IELSEfET 5 |

e HAXTROKRE LEE] FHHEHE (IPA)
[RSARE S fEFRL BRI DULNT ] FEIRELKR (NAIST)
WAL= ()Y =2 X4 [l JED K (B S R4ERT)

[T DB AT LIZETASHA-1 R TURSAL024DFETIRR ]
I O IR (NISC/AIST)

AL RERADE R THLESTILI) X LDIHIT]
AF%RE] (JPNIC)

(S EBIELOOHABERINM] WAR(EIL)
A= ELT BE A1)

¢ Fﬁ%lﬁ*&)—1§ . :g: ?ﬁnlb\ H23£—11ﬁ"=‘7
- BEHARKRICET RS EEEA

23



|_Internet Initiative Japan Inc.

. IIJ Intemet Initiative lapan [

-
—
|

F

CRBEHYNESTETVELS

BWADLEE 102 THrA—artr 53—

L :03-5205-4466 (9:30~17:30 X/B/HBKL) . -
@iij.ad jp Ongoing Innovation
Jwwwe.iij.ad.jp/ w—"

ABICF, Rl RUEALS—RUb L P TR ORE T OHERENREATLET AROFNREE. MEICBEL. BROFEREAR
VEREH-EYRIESh TEY, S 0ENOBREIcEEIFMAGHIE, IR MM EFTEEE A, M. Intemst Inttiative Japan
%, E R A =Ry =L PRI OB ER G RBEE T, TOM. FRICBRTA T EMRE. REEFEEREOEE, Mg
[ESEMRTY. 2XhTE™, @v—=S1EERL TEYEDA. ©2010 Internet Initiative Japan Inc. Al rights reserved, RH—ERDHEM. R
UASIZRHEh TLOTRL. R PEZLIEET oA BYET,

© 2010 Internet Initiative Japan Inc.



